	[image: image2.jpg]



	Document Owner:
	Executive Director, Corporate Services
	Document Number:
	2089

	
	Approved Date:
	01/09/2014
	Revision Number:
	1

	
	Print Date:
	09/01/2015
	Page:
	10 of 21

	Document Title:
	Records Management Plan



Fife Council and Fife Licensing Board Records Management Plan 

Contents


 Background




Page 2
1.  Senior Management Responsibility

Page 3



2.  Records Manager Responsibility

Page 3

 

3.  Records Management Statement

Page 4



4.  Business Classification



Page 4



5.  Retention Schedule



Page 5



6.  Destruction Arrangements


Page 6



7.  Archiving and Transfer Arrangements
Page 6



8.  Information Security



Page 7



9.  Data Protection 




Page 7



10. Business Continuity and Vital Records
Page 8

 

11. Audit Trail





Page 8



12.  Competency Framework for Records 

Management Staff 



Page 8
13.  Review and Assessment 


Page 9
14.  Shared Information



Page 10
15. List of evidence




Page 12
Background

The Public Records (Scotland) Act 2011 requires public authorities to prepare and implement a records management plan (RMP). The plan is agreed with the Keeper of the Records of Scotland and will be updated annually by Fife Council. A thorough review will be carried out every three years.

The Fife Council RMP sets out the overarching framework for ensuring the Fife Council records are managed and controlled effectively and commensurate with the legal, operational and business needs of the organisation. The RMP considers all 14 Elements as advised in the Keeper’s Model RMP and supporting guidance, The 14 Elements are:

1 Senior Management Responsibility




2 Records Manager Responsibility




 

3 Records Management Statement




  

4 Business Classification







5 Retention Schedule








6 Destruction Arrangements





 

7 Archiving and Transfer Arrangements



 

8 Information Security








9 Data Protection 








10 Business Continuity and Vital Records


 

11 Audit Trail









12 Competency Framework for Records Management Staff

13 Review and Assessment

14 Shared Information
Fife Council has provided the Keeper with evidence of policies, procedures, guidance and operational activity on all elements of the plan.

Element 1 Senior Management Responsibility
Mr Steve Grimmond, the Chief Executive, has overall strategic responsibility for records management
Records management policy and procedures are approved by the Information Policy Development Group. The Group reports to Mr Mike Enston, Executive Director, Corporate Services. He chairs the ICT Governance Board. 
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The Senior Manager within Fife Licensing Board with overall strategic responsibility for records management is:

Mr Iain Matheson, Clerk to Fife Licensing Board.

Element 2 Records Manager Responsibility

Mr Andrew Dowsey, Archives and Local Studies Team Leader, Fife Cultural Trust, is the records manager with day to day operational responsibility for the records management plan.  On records management issues Mr Dowsey reports to Norman Kurzman, Information Policy and Standards Manager. 

Element 3 Records Management Statement
The policy sets out Fife Council’s commitment to effective records management. The policy is on the Council’s intranet and is reviewed annually by the Information Policy Development Group.

The Information Management Strategy sets out the actions to improve record keeping.

 Our vision is a Council where accurate and reliable information is readily available to support service delivery and policy making; where employees understand the importance of good information management and where partners and the public have confidence that information is held and processed securely.
Fife Council is rolling out SharePoint 2013. This will give Services effective tools to manage their unstructured data. All the records held within SharePoint will be tagged with their business classification, retention date, and protective marking. 

Element 4 Business Classification
In 2004 Fife Council adapted version 1 of the Local Government Classification Scheme (LGCS) to create a corporate file plan. Level 1 covers functions. Level 2 covers activities. Any changes to the top two levels have to be agreed by the Archives and Local Studies Team Leader and Records Management Co-ordinators for each Directorate. 

Third level categories from the LGCS (transactions) are included for guidance. But this and lower levels are defined by Directorates/Services based on their needs. 

At present some Directorates/Services use the file plan structure with their paper records and within their shared drives. We are using version 2.03 of the LGCS to revise and update the corporate file plan to work well within SharePoint 2013. After SharePoint is rolled out all Services will be using the file plan.
The Assessor Service records are included in the classification scheme under local taxation.
The Fife Licensing Board records are included in the classification scheme under registration, certification and licensing.

Element 5 Retention Schedule

The retention schedule sets out how long the Council will retain different types of records.

The schedule is being revised using the Scottish Council on Archives Records Retention Schedule.  

SharePoint will allow the Council to apply retention periods to unstructured data. The business classification scheme will identify the relevant retention period. The use of third party records management software will enhance the records management features within SharePoint and make it easier to delete records when they reach the end of their life cycle.
Standards for records retention are built into contracts and agreements with third parties who share or process information on the council’s behalf. 

Procurement will add to the terms and conditions for contractors a phrase about the Public Records Scotland Act agreed by the Society of Local Authority Lawyers and Administrators in Scotland (SOLAR).
The Records Management Co-ordinators for Environment, Enterprise and Communities liaise with the people responsible for records management in the Fife Coast & Countryside Trust, Fife Sports and Leisure Trust and Fife Cultural Trust. They keep them informed about the revision of the Council retention schedule and other information governance issues.

Element 6 Destruction arrangements
Fife Council has a contract with Secureshred for the secure destruction of confidential paper records. 

Fife Council has a procedure for the secure disposal of IT equipment containing electronic records. The standard retention for data on back up tapes is up to 15 months; this however can be longer if required. CommVault monitors the retention periods and when data reaches the set date the tape(s) which the data is on are assigned back into the pot to be used again. The Council has a contract with a company to physically destroy old or faulty tapes. 

Each Directorate has a procedure for: 

· identifying paper records that have reached their destruction date 

· a suitable person to check the list of files and to authorise that destruction can go ahead 

· keeping a register of the records that have been destroyed. 

Some records are stored off-site with Box-it Scotland, First Scottish, and Iron Mountain. Separate procedures are in place with each company for arranging the destruction of these records.

The Information Security policy and procedures make it clear that any confidential information has to be securely deleted before disposal.

Data Custodians are responsible for destroying data within systems, signed documentation and an audit trail is in place.

Element 7 Archiving and Transfer Arrangements 
The retention schedule identifies records that have been selected for permanent preservation. The decision is based on the expertise of the record creators and the professional judgement of the Archives and Local Studies Team Leader. 

Individual employees can also contact the Archives and Local Studies Team Leader about any records they no longer need but which they think are worth keeping for historical research.

Records preserved for their historical value are transferred to the Archive Centre. Fife Cultural Trust manages the Archive Centre for Fife Council
Element 8 Information Security
Fife Council sees the safety and security of information as an important issue. 

 

The Employee Code of Conduct makes it clear that each employee is responsible for ensuring that they have read, understood and fully comply with the Information Security Policy and all relevant guidance.

 

We also have a number of electronic access controls in place e.g. the Password Management Policy, tender requirements for new systems and the System Access Policy for Non-Council Employees who need to access Fife Council data. For home / mobile working - we have guidance in place on handling documents out-of-office. 

Element 9 Data Protection 
The Data Protection Policy sets out how Fife Council treats personal information and how a member of the public or an employee can find out what information the Council holds about them. 
Please see

http://www.fifedirect.org.uk/topics/index.cfm?fuseaction=service.display&objectid=632677CC-1143-4848-8F20-AD436B5E9F4B

Fife Council Registration Number with the Information Commissioner’s Office is:  Z7739362 The link to the registration entry is: 
http://ico.org.uk/ESDWebPages/DoSearch?reg=351126
Fife Assessor Registration Number with the Information Commissioner’s Office is: Z6954898 The link to the registration entry is:
http://ico.org.uk/ESDWebPages/DoSearch?reg=252089
Fife Licensing Board Registration Number with the Information Commissioner’s Office is ZA084154 The Link to the registration entry is :
http://ico.org.uk/ESDWebPages/DoSearch?reg=544042
The Information Asset Register has details of all the significant data sets held by Fife Council. ‘Significant’ is defined as data sets which are identified as business critical or which hold personal information of 100 or more individuals. The Register includes data sets which contain customer and employee details.
Data Protection Act training is mandatory for all staff with access to personal data. Tier 1 includes an e-learning module for all employees with access to personal data held by the Council. This introductory module also includes guidance on handling subject access requests. Tier 2 is for employees who regularly access personal data as part of their work duties and includes an advanced face-to-face training session. Tier 3 includes specialist training and external qualifications for the Data Protection Officer and other similar posts.
Element 10 Business Continuity and Vital Records
The Council has a Corporate Business Continuity Plan.

Each Directorate has a Business Continuity Plan which details the Directorate/Service-specific arrangements for managing a business continuity incident affecting the Service.  The plans are reviewed regularly.

Business continuity planning takes into account where vital records are located.  

Business critical data sets are also identified in the Information Asset Register which is updated annually.
Element 11 Audit Trail
Each Directorate has procedures for locating its records. These are well established for those records that teams regularly have to retrieve to carry out their core work. 

Fife Council is setting up a corporate records store at Bankhead for all its paper records. At present each Directorate has its own stores or uses a third party provider. Each Directorate has procedures for tracking the movement of records to and from the store. 

Fife Council does not have an EDRMS system. Some Services have business specific systems that include some document management functions. This allows them to track any changes to records.

The Council is going to use SharePoint 2013 to manage its unstructured information. SharePoint will help Services to track the use of records and to define access rights. SharePoint will also make it easier for users to find the information they need. 

Element 12 Competency Framework for Records Management Staff


In 2000 Fife Council recognised the need for specific archival and records management skills by establishing the archivist post for the first time. (For a job description and current objectives see appendix 12.1 and 12.2).
Lesley Gauld IT Officer, (Information Architect) working on the Information Architecture in SharePoint, is studying the University of Dundee postgraduate records management course.  
The Archives and Local Studies Team Leader works with the records management co-ordinators in each Directorate. A lot of the day to day work like implementing the file plan and implementing the retention schedule is carried out by them.

The co-ordinators are chosen because they have a good understanding of the records management issues within their Directorate. They do not have any formal qualification in records management. Some co-ordinators are members of the Information and Records Management Society.
The Shared Support Services Programme (3S) is re-shaping Support Services across the Council. The training needs and membership of the records management co-ordinators may change as the 3S Programme moves forward.

An e-learning module is in development. 
Element 13 Review and Assessment







The records management plan will be updated annually to reflect minor changes (in contacts or changes to the improvement plan). A thorough review will be carried out every 3 years.

We used the ARMA Information Governance Maturity Model to assess where we are. http://www.arma.org/r2/generally-accepted-br-recordkeeping-principles/metrics 

We have added some of the questions and evidence from the ARMS Quality Improvement tool. http://www.scottisharchives.org.uk/arms

We will use the Maturity Model annually to monitor progress on the plan. We hope that within the next 5 years all Directorates will attain at least level 3 in the Maturity Model. And that some might attain level 4.

Internal Audit produce reports on information management. Their reports will help us to identify areas where more action is needed to implement the plan and to promote good practice in line with ISO 15489 and other relevant standards. 

Governance of the records management plan:

Records Management Co-ordinators Group:
Implementing policies and procedures relating to the plan and monitoring/reporting progress across service areas.
Information Policy Development Group:
Reviewing the plan and approving related policies, procedures and standards. Monitoring projects relating to this plan. 
ICT Governance Board: Monitoring progress with the improvement plan
Element 14 Shared Information 
Scottish Accord on the Sharing of Personal Information (SASPI) 
Fife partner agencies - Fife Council, NHS Fife and Police Scotland: Fife Division - have agreed, and signed up to, a new two-tier data sharing framework, the Scottish Accord on the Sharing of Personal Information or SASPI. Piloted in Fife, with support from the Scottish Government, the SASPI is intended as a potential national framework which agencies across Scotland can agree and sign–up to. 

Work has started on the migration of existing Information Sharing Protocols to the new SASPI ISP Template. 
A pilot to facilitate shared network access for Fife partners allowed NHS Fife practitioners direct access into SWIFT, the Council’s Social Work system, from their own equipment on NHS Fife premises. This pilot successfully demonstrated that shared access is possible.  The pilot ran until July 2013 when it was closed.


More recently, the Corporate Discharge Hub is being set up in Victoria Hospital - this is a room where Fife Council and NHS Fife employees are working together to reduce the number of delayed discharges.

A number of other regions have now chosen to implement the SASPI framework; including Dumfries and Galloway partners and Forth Valley. The Fife partner agencies received agreement from the Scottish Government for a national Scottish Accord (SASPI) and work has started on this. 

Appendix 1 Summary of evidence

	Element 1 Senior Management Responsibility 

Guidance:

Identify an individual at senior level who has overall strategic accountability for records management 


	Evidence Provided

1.1 Letter from Chief Executive 
1.2 Letter from Chief Legal Officer re. Fife Licensing 
      Board

1.3 Letter from Assistant Assessor (to follow)



	Element 2 Records Manager Responsibility 

Guidance:

Identify individual within the authority, answerable to senior management, to have day-to-day operational responsibility for records management within the organisation. 


	Evidence Provided

as above

	Element 3 Records Management Statement 

Guidance: 

A records management policy statement that describes how the authority creates and manages authentic, reliable and usable records, capable of supporting business functions and activities for as long as they are required. 


	Evidence Provided

as above and

3.1 Records Management Policy 

3.2 Minute of Information Policy Development Group meeting that approved the Policy on 15/11/2013 


	Element 4 Business Classification

A business classification scheme that reflects the functions of the authority. Demonstrating at a given point in time, the information assets the business creates and maintains, and in which function or service they are held 


	Evidence provided

4.1 Fife Council Corporate File Plan

4.2 Screenshot of part of the file plan structure on a Corporate Services shared drive.
4.3 Example of file plan being used with retention schedule from the Finance and Resources Directorate Records Management Procedure.

4.4 Local Government Classification Scheme Version 2.03 

	Element 5 Retention Schedule 

Guidance:

A retention schedule that details the procedures that the authority follows to ensure records are routinely assigned to disposal dates and that they are subsequently destroyed at the appropriate time, or preserved permanently by transfer to an approved repository or digital preservation programme. 


	Evidence provided

5.1 Fife Council retention schedules 

(5.1.1 Corporate Services, 5.1.2 Education & learning Directorate, 5.1.3 Environment, Enterprise & Communities, 5.1.4 Finance & Resources Directorate, 5.1.5 Social Work Directorate.

5.2 Notification to employees in Education that their retention schedule has been updated
5.3 PRSA obligation in the Collections Agreement between Fife Council & Fife Cultural Trust
5.4 PRSA statement to be added to terms and conditions for contractors


	Element 6 Destruction Arrangements

Guidance:

Demonstrate that proper destruction arrangements are in place. Disposal arrangements must also ensure that all copies of a record – wherever stored – are identified and destroyed.
	Evidence provided

3.2 Minute of Information Policy Development Group meeting on 15/11/2013 re. message to employees to reduce data on personal drives

6.1.1 Corporate Services Register of Destruction 

6.1.2 Education Disposal Template

6.2 Examples of Certificate of Destruction
6.3 Education form for retaining data longer
6.4 IT Services Disposal Work Instruction
6.5 Statement from IT Service about back-up tapes 

6.6 Procedure for the destruction of records stored with Box-it Scotland and First Scottish 

6.7 Statement re. procedure for the destruction of records stored with Iron Mountain 

6.8 F Drive 14 01 10 CSI Briefing Wkly (to show employees informed how to destroy records on personal drive)

6.9 S Drive Contents Disposal of e-folders from Finance and Resources (to show how the disposal of records on a shared drive is recorded)



	Element 7 Archiving and Transfer Arrangements 

Guidance:

Detail the authority’s archiving and transfer arrangements, ensuring that records of enduring value are deposited in an appropriate archive repository. 
	Evidence provided

5.3 Collections Agreement between Fife Council and Fife Cultural Trust 

7.1 Sample receipts for records transferred to the Archive Centre 

	Element 8 Information Security

Guidance:

Ensure provision for the proper level of security for its public records. The security procedures must put in place adequate controls to prevent unauthorised access, destruction, alteration or removal of records.
	Evidence provided

8.1 Information Security Policy 

8.2 Protective Marking Policy 

8.3 Protective Marking guidelines
8.4 Password Management Policy
8.5 System Access Policy for Non-Council Employees – 

8.6 Data Handling Guidelines 

8.7 Information Incidents Report 

8.8 Audit Scotland Survey and Action Plan
8.9 Report to ICT Governance Board about management actions in response to the Audit Scotland Survey and Action Plan.

8.10 Report from Information Policy Development Group to ICT Governance Board requesting approval of the password  management policy and standards.

8.11 Password Management Policy

8.12 Password Management Standards
8.13Contact Centre Clear Desk Policy



	Element 9 Data Protection

Guidance:

Demonstrate compliance with the authority’s data protection obligations. 


	Evidence provided

9.1 Data Protection Policy
9.2 Corporate Privacy Statement
9.3 Pupil Data Capture form (keeping data accurate)
9.4 Contents of Personnel files guidance from HR 

9.5 Mandatory Data Protection Act training
9.6 Procedure and workflow for indexing different types of planning records in paper and in Uniform and IDOX systems (as example of redaction to comply with DPA).


	Element 10 Business Continuity and Vital Records


Guidance

Detail arrangements in support of records vital to business continuity. 

	Evidence provided

1.1 Letter from the Chief Executive

10.1 Business Continuity Policy & Strategy 

10.2 Corporate Business Continuity Plan V.4.0
10.3 Business Continuity Plan – Assessor
10.4 Example of a Critical Activity Plan for Emergency Planning Team  incl. vital records 

10.5 Newsletter (incl. response to loss of IT systems on 03/12/13) 

10.6 Information Asset register (redacted version) 



	Element 11 Audit Trail

Guidance:

Provide evidence that the authority maintains a complete and accurate representation of all changes that occur in relation to a particular record. An audit trail is a sequence of steps documenting the movement and/or editing of a record resulting from activities by individuals, systems or other entities. 


	Evidence provided

9.6 Procedure and workflow for indexing different types of planning records in paper and in Uniform and IDOX systems (as example for tracking documents at different stages of a process).
11.1 POS (Corporate Services) Records Management Procedure (for example of Shelf receipt & procedure for taking paper records out of store)
11.2 Missing files procedure from Social Work 

11.3 File naming rules in SharePoint 
11.4 E, E & C Directorate Guidance on File naming

9.6 Procedure and workflow for indexing different types of planning records in paper and in Uniform and IDOX systems



	Element 12 Competency Framework for Records Management Staff

Guidance:

Detail a competency framework for person(s) designated as responsible for the day-to-day operation of activities described in the elements in the authority’s RMP. 


	Evidence provided

5.3 Records management information in weekly bulletin to schools (as an example of providing updates to frontline employees about records management) 

12.1 Archives and Local Studies Team Leader Job Description
12.2 Fife Cultural Trust Workplan (for current objectives of Archives and Local Studies Team Leader in rows 247-253). 
12.3 Contribution Management record of Records Management Co-ordinator in Finance Directorate.
12.4 Corporate Services Induction Checklist



	Element 13 Review and Assessment

Detail the procedures in place to ensure regular self-assessment and review of records management systems in place within the authority. 


	Evidence provided

13.1 Maturity Model survey form 

13.2 Examples of Internal Audit report for Catering and 
 Cleaning



	Element 14 Shared Information

Provide evidence Guidance:

that the authority has considered the implications of information sharing of good records management. Include reference to information sharing protocols that govern how the authority will exchange information with others and make provision for appropriate governance procedures. 
	Evidence provided

14.1 Children’s Services ISP
14.2 National Fraud Initiative Privacy Notice (as an example of a Directorate Privacy Notice)

14.3 SASPI Accord
14.4 SASPI Guidance
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